Upgrading MDF

IDF Switches

Advanced Dre Training




Course

Objectives




What you need

In order to connect to the MDF /
IDF switches you will need a few
different things.

* The first thing you will need is
2 Ethernet cables.

* An Ethernet to Serial adapter.
e A Serial to USB adapter




What you need cont.

* You also need a USB cable

* Once you have these items you will be
able to connect them to form the cable
you will be using to connect to the console
port on the MDF or IDF switch.




Connecting to the
switch

* After you have the parts that you need
you will can now connect to the Console
port on the switch you are working on.

* You will connect the Ethernet side to
the Console port on the switch and the
USB side to your laptop.




o Device Manager

File Action View Help
: e @ BE B
|dentify the COM port A S

ij| Audio inputs and outputs

3 Batteries

5 Biometric devices
g Bluetooth

E Computer

o Disk drives

8 Display adapters

o DVD/CD-ROM drives

Once you are connected to the

switch you will need to identify 9 Firmware
which com port your computer has g :Eﬂi;‘;ﬁ;’i‘zi'f”tm”e“
. ==
assigned the cable. Keyboards
. . L ! Memory technology devices
* You can do this by using the () Mice and other pointing devices
search bar to locate your device - Meniters
. . & Metwork adapters
manager and opening your device k> Other devices

manager. & Ports (COM & LPT) —

= Print queues

* Once the device manager is open = Printers
.o : -
you should see something like this. [ Processors

W7 Security devices

More importantly you should have £ SM Driver
B Software devices

Ll Snond wviden and name cantrnllers

a line titled “Ports (COM & LPT)”




|dentify the COM port
cont.

* Once you have located the
“Ports” Field click on it and it
should expand and show you
the COM number that your

connection has been assigned.

* In my case the COM port
that has been assigned is
COM5
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Putty

* Once you know which Com
port your connection in on
you can open Putty.

e Once Putty has launched
you will need to select the
Serial bubble.
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Putty cont.

Once you have selected the
“Serial” bubble you will need to
change the serial line to reflect
the COM port that the cable has

been assigned
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Putty cont.

Once you click open a blank
terminal should open. You are
now ready to power on the
switch.




Powering on

* Once you have powered on your
switch you should begin to see lines
of text appear in your Putty terminal
showing the boot sequence of the
switch you are working on.
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Switch Login

* Once you have the Login line
enter the user name “admin”
and press enter.

* You will now be asked for a
password. The password is
“switch” and will not appear as
you type it.

EF COMS - PuTTY




EF COMS - PuTTY

INTERFACE (&) info message:
MAC=, 2 for 24 ports

sent the I2C read message

n) info message:

Logged in

Once you have typed the
password press enter you should
get something like this
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Once you have logged in you can check the
current version of the switch here.

As you can see this switch is currently on 2.0

Checking the

software version

e ey
OmniSwitch (TM)
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Check the Present Working
Directory

e After you are logged in you

will need to check the Present
Working Directory. You can do
this by typing in the command
“pwd” and pressing enter.

* Here we can see tat we are
currently in the /flash
directory. We need to navigate
to the /flash/working directory




E# COMS - PuTTY

Changing Directories

* In order to get from the
/flash directory to the
/flash/working directory we
will need to enter the
command “cd /flash/working”
and press enter.

e After you do this you will just
get a fresh command line. So
once again enter the command
“pwd” and verify that you are
now in the /flash/working
directory.




B COMS - PuTTY

Remove Vlan Tagging

 We will now need to remove
vlan tagging from port 1 of the
switch in order to be able to
connect via an ethernet cable.
To do this you will need to
enter the command “vlan 1001
no 802.1g 1/1” and press
enter.

* Now you will need to enter
the command “vlan 2000 no
802.1g 1/1” and press enter.
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this capability. Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IF address: 0 .129 . & . EEl - * You will now need to
connect your laptops ethernet

Subnet mask: 255 .255. 0 . O - port to port 1 on the switch.
After you have connected you

Default gateway: will need to navigate to your
IPv4 settings and set the

Obtain DNS server address automatically following values.
(@) Use the following DMNS server addresses: * [P Address: 10.129.8.25

e Subnet mask: 255.255.0.0

Setting your |IPv4 settings
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Allowing FTP from your
laptop

* Now we need to allow your
laptop to FTP to the switch in
order to send the updated
files. To do this you will need to
type in the following
command. “vlan 1001 port
default 1/1” and press enter.




Navigate to the update file

is [Version 18.8.17134.765]
icrosoft Corporation. All rights reserved.

* On your laptop navigate to the folder that
contains the update files for the switch.

C:\Users\Staff\Desktop\Groove Manuals\MDF_IDF\AL\056488 645482RB2GA>

* Once there you will need to enter “cmd” in
the directory bar and press enter to open a
command prompt that starts in the current
directory.

= | OS6400_645402R02GA

» Groove Manuals » MDF_IDF » AL » 058400 6845402R02GA

L) Marme a Date

Gsecu
software.lsm 2714y Py LSM File

Com51 Blade



ChWindows\System32\cmd.exe - fip 10.129.8.1

Microsoft Windows [Version 18.8.17134.765]

A

i(c) 2018 Microsoft Corporation. ALl rights reserved.
‘E:HU5er5HS:aFFHDES{:DpEGPDDve Manuals\MDF_IDF\AL\OS50468 645482RE2GA>Ttp 16.129.8.1
Connected to 18.129.8.1.

220 FTP server ready

536 USER and PAS5 required

User (18.129.8.1:(none)):

Create an FTP * Use the command “ftp 10.129.8.1" to create an FTP connection to the MDF
switch. If you are connecting to a different device, you would use the IP

Sess | on address of the given device.




Login with the FTP
connection

* After you have created the
FTP connection you will need to
login using the same username
and password used before. The
username is “admin” and the
password is “switch”

* Like before when you enter
the password nothing will show
on the line.

* Once you are logged in you
will have a ftp command line
show at the bottom.

C\Windows\System32\cmd.exe - ftp 10,1201

Microsoft Windows [Version 18.8.17134.765]
(c) 2618 Microsoft Corporation. ALl rights reserved,

C:\Users\Staff\Desktop\Groove Manuals\MDF IDF\AL\05648@ 645402R82GA>ftp 10.120.8.1
Connected to 18.129.8.1,

220 FTP server ready

536 USER and PASS required

User (16.129.8.1:(none)): admin

331 Passuord required

Passuord:

230-

Welcome to the Alcatel-Lucent OmniSwitch 6460
Softuare Version 6.4.4.441.R81 Service Release, January 17, 2812,

Copyright(c), 1094-2611 Alcatel-Lucent. Al Rights reserved.
OmniSwitch(TH) is a trademark of Alcatel-Lucent registered

in the United States Patent and Trademark Office.

230
ftp




ws\System32\emd.exe - ftp 10,120.8.1

Microsoft Windows [Version 18.8.17134.765]
(c) 2818 Microsoft Corporation. All rights reserved.

C:\Users\Staff\Desktop\Groove Manuals\MDF_IDF\AL\056408 645482RD2GA>ftp 18.129.8.1
Connected to 18.129.8.1.

228 FTP server ready

538 USER and PASS required

User (18.129.8.1:(none)): admin

331 Password required

* Once again you will need to
Welcome to the Alcatel-Lucent OmniSwitch 6468 7 o
Software Version 6.4.4.441.R81 Service Release, January 17, 2812. use the Command de to
Copyright(c), 1994-20811 Alcatel-Lucent. All Rights reserved. CheCk the present Working
OmniSwitch(TM) is a trademark of Alcatel-Lucent registered dIrECtory If the PWD IS
in the United States Patent and Trademark Office. /ﬂaSh/Working then no fu rther
N action is needed. If however
Ftp> pud your PWD is /flash then you
257 Current directory is "/flash/working” .
Fip> will need to enter the
command “cd /flash/working”
and press enter.

Check the PWD




Set your FTP to

Binary

* Once you have verified
that you are in the correct
PWD you will need to change
the FTP into binary mode. To
do this simply enter the
command “bin” and press
enter. You should get a
confirmation that you have
changed to binary mode.

B C:\Windows\System32\cmd.exe - ftp 10.120.8.1




Ch\Windows\System32\emd.exe - ftp 10.129.8,

OmniSwitch(TM) is a trademark of Alcatel-Lucent registered
in the United States Patent and Trademark Office.

238
ttp> pud
257 Current directory is "/flash/working”

Transfer the
updates

Type set to I, binary mode
tp> put Gbase.img

280 Port set okay

158 Opening BINARY mode data connection

226 Transfer complete

ftp: 19636840 bytes sent in 160.795econds 122.8%Kbytes/sec.
ftp»

* Now you will need to transfer the updated file to the switch. You will do this by entering the
command “put (file name)” in the example of this MDF switch we would use the command “put
Gbase.img” and press enter.

* Itis important to note that once you have begun the transfer do not interrupt it until it has
competed. Once completed you will get a transfer size and transfer time line.

* After you receive the transfer size and time you can transfer the next file.



Finish

transferring all
updates

* Once you have finished
transferring all updates you
are ready to end the FTP
session.

BN C:\Windows\System32\cmd.exe - ftp 10.128.8.1

rrent directory is

bin

e set to I, binary mode

OmniSwitch{TM) is a trademark of Alcate

/flash/working”




\Systern32hcmd.exe

238
ftp> pwd
257 Current directory is "/flash/working”
ftp> bin
Type set to I, binary mode
Gbase.img
set okay
Opening BIMARY mode data connection
Transter complete
ftp: 19638848 bytes sent in 168.795econds 122.89Kbytes/sec.
ftp> put Geni.img
288 Port set okay
158 Opening BIMARY mode data connection
226 Transfer complete
ftp: 5972647 bytes sent in 48.585econds 123.15Kbytes/sec.
ftp> put Gos.img .
200 Port set okay * Once all files have been

158 Opening BIMARY mode data connection

Transfer complete transferred you can end the

1 1973183 bytes sent in 15.87Seconds 124.35Kbytes/sec.

Dob Port set okay” FTP session by simply typing

158 Opening BIMARY mode data connection “u ”
Transfer complete the command “bye” and
: 649838 bytes sent in 5.865econds 116.68Kbytes/sec. preSSIHg enter

C:\Users\Staff\Desktop\Groove Manuals\MDF_IDF\AL\OS6480 645482RE82GA>

Ending the FTP session




Restarting the switch

e After you have closed the
FTP session you will need to
go back to the Putty console
connection.

* Enter the command “reload
working no rollback-timeout”
and press enter. The switch
will now restart.

&P COMS5 - PuTTY

I + FTP (82) info message:

r Commentd o iamn 7oA AT e
7 Connection, Client Address 10,

:38:43 : FTP (82) info message:
1sh/working/Ghase . img!

:42:08 : FTP (82) info message:

2sh/working/Geni. img!

0 : FTP (82) info message:
ish/working/Gos. img!

: FIP (82) info message:

ng/Gsecu.img!

: FTP (82) info message:

2.0>» reload working no ::;;back—t;me::tl



he I2C read message to NISUP!!

_.._]__._ . ——

: INTERFACE (6) info message:

Copy working certified

» After the switch has finished
restarting you will need to log
back in using the username
“admin” and the password
“switch”

* Once logged in type the
command “copy working
certified” the switch will no
write the updated files to the
/flash/working directory.

* Once this has completed you
are finished updating the
switch firmware.
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Updating the switch software

* Now that the firmware has been
updated, we need to update the
switches software. To do this we will
keep our current connection but use a
few different commands. So on your
Putty connection make sure you are in
the /flash/working directory. If you are
not use the command “cd
/flash/working” to change directories.

* Now us the command “Is” this will
show you the files present in the
current directory. If a boot.cfg file is
present enter the command “rm
boot.cfg” to delete the file.




EP COMS - PuTTY

059489824 bytes free

Prepplng fOr tra ﬂSfer DTV MDF Verson 2.0> rm boot.cfg

DTV MDF Verson 2.0> 13

Listing Directory /flash/wo:z

* Now that the boot.cfg file is gone
we need to prepare to transfer the
new software to the switch. To do
this enter the following command
one after the other.

EL;? anlulﬂl
17:4]1 Gbase.img

2011 Gdiag.img
42 Geni.img

* “aaa authentication ftp “local””
press enter
* “vlan 1 enable”

* “vlan 1 port default 1/1”

.0> aaa authentication ftp "local
vlan 1 enable
0> vlan 1 port default 1/1
.0> ip interface "ftp" address 10.

| i R o I O B o

* “ip interface “ftp” address
10.10.10.1 mask 255.255.255.0
vlan 1”




Change your

IPv4 Settings

* Now you will need to
change your IPv4 setting on
your laptop once again.

* Set your IP address to
10.10.10.2

* And the Subnet Mask to
255.255.255.0

Internet Protocel Wersion 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if yvour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IF address: | 10.10.10. 2 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | . . . |

Obtain ONS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | . . . |

Alternate DMS server: | . . . |

[ validate settings upon exit Advanced...

Cancel




Open
command

prompt at
the update

-
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* Now we need to navigate to the software update for the switch we are
working on and using the address bar in the folder open a command prompt at

the directory.

* In this example we are working on a 6400-U24 switch so we will use the
corresponding txt file to update the software.




CiWindows\System32\cmd.exe - ftp 10.129.8.1

Microsoft Windows [Version 18.8.17134.765]

Creat| ﬂg the FTP (c) 2018 Microsoft Corporation. All rights reserved.

Session C:\Users\Staff\Desktop\Groove Manuals\NDF_IDF\AL\0S6409 645482Re2GA>Ftp 10.129.8.1
Connected to 10.129.8.1.
228 FTP server ready

538 USER and PASS required
User (10.129.8.1:(none)): admin
331 Password required

* Once the command prompt Passwiord:

is open, we need to create an e

FTP connection to the switch. elcone to the Alcatel-Lucent OmniSuitch 6460

In the command prompt enter Softuare Version 6.4.4.441.R81 Service Release, January 17, 2012.
”ftp 10.10.10.1" and Press Copyright(c), 1994-2611 Alcatel-Lucent. ALl Rights reserved.
enter.

OmniSwitch(TM) is a trademark of Alcatel-lucent registered
e Use the user name “admin” in the United States Patent and Trademark Office.
and the password “switch” to
log into the switch.




owshSystem32homd.exe - ftp 10.10.10.1

Microsoft Windows [Version 16.6.17134.765]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Staff\Desktop\Groove Manuals\MDF_IDF\W3.1>ftp 18.18.18.1
Connected to 19.18.186.1.

228 FTP server ready

538 USER and PASS reguired
User {(18.18.18.1:(none)): admin
331 Password required

Password:
238-

Welcome to the Alcatel-Lucent OmniSwitch 6488

software Version 6.4

.5.482 .R@2 GA, December 24, 2812.

Copyright{c), 1994-2812 Alcatel-Lucent. All Rights reserved.

OmniSwitch(TM) is a trademark of Alcatel-Lucent registered

in the United States

Patent and Trademark Office.

257 Current directory is "/flash/working”

ftp» bin

200 Type set to I, binary mode

fip>

Check the directory

* Once logged in use the
command “pwd” to check your
current directory. If you are not
in the /flash/working directory
then use the command “cd
/flash/working” to change
directories.

* Once you are in the correct
directory enter the command
“bin” to change into binary
mode.




Transfer the software

* Now that everything is
ready use the command “put
(filename.txt) boot.cfg” to
transfer the desired software
to the switch in this example
we will be using the command
“put MDF_6400 _U24 3.1.txt
boot.cfg”

e Wait for the confirmation
that the transfer is complete
then enter the command
Ilbye”

ChAWindows\System32\cmd.exe - ftp 10.10.70.1

Connected to 16.108.16.1.

220 FTP server ready

530 USER and PASS required

User (106.10.18.1:(none)): admin
331 Password required

Password:

238-

Welcome to the Alcatel-Lucent OmniSwitch 64866
iSoftware Version 6.4.5.4082.R82 GA, December 24, 2812,

Copyright(c), 1994-2812 Alcatel-Lucent. All Rights reserved.

OmniSwitch(TM) is a trademark of Alcatel-Lucent registered
in the United States Patent and Trademark Office.

1230

ftp> pud

[257 Current directory is "/flash/working"
iftp> bin

|288 Type set to I, binary mode

(ftp> put MDF 6480 U24 3.1 boot.cfg
MDF_6486 U24 3.1: File not found

ftp> put MDF_6486 U24 3.1.txt boot.cfg
i280 Port set okay

158 Opening BINARY mode data connection
226 Transfer complete

ftp: 4770 bytes sent in 8.835econds 149.86Kbytes/sec.
ftp»




E& COMS - PuTTY — O ¥

Back to Putty

» After closing your
command prompt window go
back to the Putty session and
enter the command “reload
working no rollback_timeout
and press enter when
prompted enter ‘Y” for yes
and the switch will restart.

”




B COMS - PuTTY

After restart

* After the switch has restarted you will
need to log back in.

* Once back into the switch use the
following command to save the changes
made.

e “write memory” press enter
» “copy working certified” press enter

* “show configuration snapshot” press
enter. This should show you the current
configuration of the switch and should
match the txt file you uploaded to it.

* Your version number should now reflect
3.1 indicating that your update has been
successful.
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