
Upgrading MDF / 
IDF Switches

Advanced Dre Training



Course 
Objectives

After this course you will know how to 
log into and upload updated firmware 
and software to the managed DRE’s MDF 
and IDF switches.

You will be able to view a snapshot of 
the current configuration to see the 
function of each port

You will understand the steps that need 
to be taken to make sure that the new 
setting are saved into the switch and are 
not lost on a power cycle.



What you need
In order to connect to the MDF / 
IDF switches you will need a few 
different things.

• The first thing you will need is 
2 Ethernet cables.

• An Ethernet to Serial adapter.

• A Serial to USB adapter



What you need cont.

• You also need a USB cable

• Once you have these items you will be 
able to connect them to form the cable 
you will be using to connect to the console 
port on the MDF or IDF switch.



Connecting to the 
switch

• After you have the parts that you need 
you will can now connect to the Console 
port on the switch you are working on.

• You will connect the Ethernet side to 
the Console port on the switch and the 
USB side to your laptop.



Identify the COM port

Once you are connected to the 
switch you will need to identify 
which com port your computer has 
assigned the cable.

• You can do this by using the 
search bar to locate your device 
manager and opening your device 
manager.

• Once the device manager is open 
you should see something like this. 
More importantly you should have 
a line titled “Ports (COM & LPT)”



Identify the COM port 
cont.

• Once you have located the 
“Ports” Field click on it and it 
should expand and show you 
the COM number that your 
connection has been assigned.

• In my case the COM port 
that has been assigned is 
COM5



Putty

• Once you know which Com 
port your connection in on 
you can open Putty.

• Once Putty has launched 
you will need to select the 
Serial bubble.



Putty cont.

Once you have selected the 
“Serial” bubble you will need to 
change the serial line to reflect 

the COM port that the cable has 
been assigned



Putty cont.

• Once you have changed the 
serial line to the correct Com 
port you will click open to 
open a terminal that will be 
monitoring the chosen port.



Putty cont.

Once you click open a blank 
terminal should open. You are 

now ready to power on the 
switch.



Powering on

• Once you have powered on your 
switch you should begin to see lines 
of text appear in your Putty terminal 
showing the boot sequence of the 
switch you are working on.



Finished Boot

• Once the switch has finished booting you 
should have a screen similar to this.

• Press enter and you should be prompted with  
login line.



Switch Login

• Once you have the Login line 
enter the user name “admin” 
and press enter.

• You will now be asked for a 
password. The password is 
“switch” and will not appear as 
you type it. 



Logged in

Once you have typed the 
password press enter you should 

get something like this



Checking the 
software version

Once you have logged in you can check the 
current version of the switch here.

As you can see this switch is currently on 2.0



Check the Present Working 
Directory

• After you are logged in you 
will need to check the Present 
Working Directory. You can do 
this by typing in the command 
“pwd” and pressing enter.

• Here we can see tat we are 
currently in the /flash 
directory. We need to navigate 
to the /flash/working directory



Changing Directories

• In order to get from the 
/flash directory to the 
/flash/working directory we 
will need to enter the 
command “cd /flash/working” 
and press enter.

• After you do this you will just 
get a fresh command line. So 
once again enter the command 
“pwd” and verify that you are 
now in the /flash/working 
directory.



Remove Vlan Tagging

• We will now need to remove 
vlan tagging from port 1 of the 
switch in order to be able to 
connect via an ethernet cable. 
To do this you will need to 
enter the command “vlan 1001 
no 802.1q 1/1” and press 
enter.

• Now you will need to enter 
the command “vlan 2000 no 
802.1q 1/1” and press enter.



Setting your IPv4 settings

• You will now need to 
connect your laptops ethernet 
port to port 1 on the switch. 
After you have connected you 
will need to navigate to your 
IPv4 settings and set the 
following values.

• IP Address: 10.129.8.25

• Subnet mask: 255.255.0.0



Allowing FTP from your 
laptop

• Now we need to allow your 
laptop to FTP to the switch in 
order to send the updated 
files. To do this you will need to 
type in the following 
command. “vlan 1001 port 
default 1/1” and press enter.



Navigate to the update file

• On your laptop navigate to the folder that 
contains the update files for the switch.

• Once there you will need to enter “cmd” in 
the directory bar and press enter to open a 
command prompt that starts in the current 
directory.



Create an FTP 
session

• Use the command “ftp 10.129.8.1” to create an FTP connection to the MDF 
switch. If you are connecting to a different device, you would use the IP 
address of the given device.



Login with the FTP 
connection

• After you have created the 
FTP connection you will need to 
login using the same username 
and password used before. The 
username is “admin” and the 
password is “switch”

• Like before when you enter 
the password nothing will show 
on the line.

• Once you are logged in you 
will have a ftp command line 
show at the bottom.



Check the PWD

• Once again you will need to 
use the command “pwd” to 
check the present working 
directory if the PWD is 
/flash/working then no further 
action is needed. If however 
your PWD is /flash then you 
will need to enter the 
command “cd /flash/working” 
and press enter.



Set your FTP to 
Binary

• Once you have verified 
that you are in the correct 
PWD you will need to change 
the FTP into binary mode. To 
do this simply enter the 
command “bin” and press 
enter. You should get a 
confirmation that you have 
changed to binary mode.



Transfer the 
updates

• Now you will need to transfer the updated file to the switch. You will do this by entering the 
command “put (file name)” in the example of this MDF switch we would use the command “put 
Gbase.img” and press enter.

• It is important to note that once you have begun the transfer do not interrupt it until it has 
competed. Once completed you will get a transfer size and transfer time line.

• After you receive the  transfer size and time you can transfer the next file.



Finish 
transferring all 
updates

• Once you have finished 
transferring all updates you 
are ready to end the FTP 
session.



Ending the FTP session

• Once all files have been 
transferred you can end the 
FTP session by simply typing 
the command “bye” and 
pressing enter.



Restarting the switch

• After you have closed the 
FTP session you will need to 
go back to the Putty console 
connection.

• Enter the command “reload 
working no rollback-timeout” 
and press enter. The switch 
will now restart.



Copy working certified

• After the switch has finished 
restarting you will need to log 
back in using the username 
“admin” and the password 
“switch”

• Once logged in type the 
command “copy working 
certified” the switch will no 
write the updated files to the 
/flash/working directory.

• Once this has completed you 
are finished updating the 
switch firmware.



Updating the switch software

• Now that the firmware has been 
updated, we need to update the 
switches software. To do this we will 
keep our current connection but use a 
few different commands. So on your 
Putty connection make sure you are in 
the /flash/working directory. If you are 
not use the command “cd 
/flash/working” to change directories.

• Now us the command “ls” this will 
show you the files present in the 
current directory. If a boot.cfg file is 
present enter the command “rm 
boot.cfg” to delete the file.



Prepping for transfer

• Now that the boot.cfg file is gone 
we need to prepare to transfer the 
new software to the switch. To do 
this enter the following command 
one after the other.

• “aaa authentication ftp “local”” 
press enter

• “vlan 1 enable”

• “vlan 1 port default 1/1”

• “ip interface “ftp” address 
10.10.10.1 mask 255.255.255.0 
vlan 1”



Change your 
IPv4 Settings

• Now you will need to 
change your IPv4 setting on 
your laptop once again. 

• Set your IP address to 
10.10.10.2

• And the Subnet Mask to 
255.255.255.0



Open 
command 
prompt at 
the update

• Now we need to navigate to the software update for the switch we are 
working on and using the address bar in the folder open a command prompt at 
the directory.

• In this example we are working on a 6400-U24 switch so we will use the 
corresponding txt file to update the software.



Creating the FTP 
session

• Once the command prompt 
is open, we need to create an 
FTP connection to the switch. 
In the command prompt enter 
“ftp 10.10.10.1” and press 
enter.

• Use the user name “admin” 
and the password “switch” to 
log into the switch.



Check the directory

• Once logged in use the 
command “pwd” to check your 
current directory. If you are not 
in the /flash/working directory 
then use the command “cd 
/flash/working” to change 
directories.

• Once you are in the correct 
directory enter the command 
“bin” to change into binary 
mode.



Transfer the software

• Now that everything is 
ready use the command “put 
(filename.txt) boot.cfg” to 
transfer the desired software 
to the switch in this example 
we will be using the command 
“put MDF_6400_U24_3.1.txt 
boot.cfg”

• Wait for the confirmation 
that the transfer is complete 
then enter the command 
“bye”



Back to Putty

• After closing your 
command prompt window go 
back to the Putty session and 
enter the command “reload 
working no rollback_timeout” 
and press enter when 
prompted enter ‘Y” for yes 
and the switch will restart.



After restart

• After the switch has restarted you will 
need to log back in.

• Once back into the switch use the 
following command to save the changes 
made.

• “write memory” press enter

• “copy working certified” press enter

• “show configuration snapshot” press 
enter. This should show you the current 
configuration of the switch and should 
match the txt file you uploaded to it.

• Your version number should now reflect 
3.1 indicating that your update has been 
successful.
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